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CVSS Base Score: 5.0

CVSS Temporal Score: See http://xforce.iss.net/xforce/xfdb/92322

CVSS Environmental Score*: Undefined

CVSS Vector: (AV:N/AC:M/Au:N/C:P/I:N/A:N)
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
http://xforce.iss.net/xforce/xfdb/92322
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0076
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CVSS Base Score: 2.1

CVSS Temporal Score: See http://xforce.iss.net/xforce/xfdb/91990

CVSS Environmental Score*: Undefined

CVSS Vector: (AV:L/AC:L/Au:N/C:P/I:N/A:N)
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¢ BladeCenter Advanced Management Module, Option 25R5778

BladeCenter T Advanced Management Module, Option 32R0835
BladeCenter(TM)-E: Type 1881, 7967, 8677
BladeCenter(TM)-H: Types 1886, 7989, 8852
BladeCenter(TM)-HT: Types 8740, 8750

BladeCenter(TM)-S: Types 1948, 7779, 8886
BladeCenter(TM)-T: Types 8720, 8730

Advanced Management Module(AMM)&E T 7 —AD T 7){\—>3>
* v3.66B (BPET66B)
* v3.66B (BBET66B)
« v3.66B (BPEO66B)
e v3.66C (BPET66C)
« v3.66C (BBET66C)
e v3.66C (BPEO66C)
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Product Version

BladeCenter Advanced Management Module - BladeCenter T Chassis Update to v3.66D
(BBET66D)

BladeCenter Advanced Management Module - BladeCenter OEM Chassis Update to v3.66D
(BPEO66D)


http://xforce.iss.net/xforce/xfdb/91990

BladeCenter Advanced Management Module - All other BladeCenter Chassis Update to v3.66D
(BPET66D)
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Web interface:

http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.a

dvmgtmod.doc/kplbb_bc_mmug_mmsecuritypage.html

https://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.

advmgtmod.doc/kp1bb_bc_mmug_configldap_secureweb_secureldap.html

e Command line interface:

http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.a

dvmgtmod.doc/kp1bc_bc_cli_sslcfg_amm.html
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http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_mmsecuritypage.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_mmsecuritypage.html
https://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_configldap_secureweb_secureldap.html
https://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_configldap_secureweb_secureldap.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bc_bc_cli_sslcfg_amm.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bc_bc_cli_sslcfg_amm.html
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Web interface:

http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.a

dvmgtmod.doc/kplbb_bc_mmug_mmloginprofilepage.html

e Command line interface:

http://publib.boulder.ibm.com/infocenter/bladectr/documentation/index.jsp?topic=/com.ibm.bl

adecenter.advmgtmod.doc/kplbc_bc_cli_users_amm.html
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None known
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e Complete CVSS Guide

e On-line Calculator V2

e OpenSSL Project vulnerability website

¢ Heartbleed
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IBM Secure Engineering Web Portal

IBM Product Security Incident Response Blog
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7¥: Forum of Incident Response and Security Teams (FIRST)(C &3 &. Common Vulnerability
Scoring System (CVSS)(&. MESSHDEBEERLRD. BEE. BaMZEREIT DIDCH/RIIDLDHETS
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http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_mmloginprofilepage.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/topic/com.ibm.bladecenter.advmgtmod.doc/kp1bb_bc_mmug_mmloginprofilepage.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/index.jsp?topic=/com.ibm.bladecenter.advmgtmod.doc/kp1bc_bc_cli_users_amm.html
http://publib.boulder.ibm.com/infocenter/bladectr/documentation/index.jsp?topic=/com.ibm.bladecenter.advmgtmod.doc/kp1bc_bc_cli_users_amm.html
http://www.first.org/cvss/cvss-guide.html
http://nvd.nist.gov/cvss.cfm?calculator&adv&version=2
http://www.openssl.org/news/vulnerabilities.html
http://heartbleed.com/
http://www-01.ibm.com/software/test/wenses/security/
https://www.ibm.com/blogs/PSIRT
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<Security Bulletin: BladeCenter Advanced Management Module (AMM) is affected by
vulnerabilities in OpenSSL (CVE-2014-0160 and CVE-2014-0076)>
https://www.ibm.com/support/entry/myportal/docdisplay?Indocid=MIGR-5095124



https://www.ibm.com/support/entry/myportal/docdisplay?lndocid=MIGR-5095124

