Lenovo System x/BladeCenter/Flex System/iDataPlex/NeXtScale 2351} 5
CVE-2014-0224 OpenSSL CCSA v~V = 7 ¥ a » OMEFHHEIZ DOV
T

UXEFREHFRADEREGYVET . SERFTOFERICEDITEM-EEINET,
OpenSSLIZEA T AN HRESNTNET , COMEFFEIXCVE-2014-0224L L THAISN T
WBEDT. ICCSA Ui avIcEd a1 S ENET,

201454 B 23R &&=, OpenSSL Heartbleedffz55 1% (CVE-2014-0160)& (X 24D HME551E T
ERS

(Z2)IPA [0penSSLIIZ#H T4 Change Cipher Spec A yt—U B OMEIEHERTFKIZDULNT
(JVN#61247051)

LTFON—23u iR ERYET,

H—/\—{al:
OpenSSL 1.0.1R#FHE D55, 1.0.1gb KU ZF N LLAT]
54T Ml

OpenSSL 1.0.1 RF|MD>H 1.0.1g HLUZNLLF]
OpenSSL 1.0.0 RFIMD>5H 1.0.01 HFIVZNLLF]
OpenSSL 0.9.8 RFIDS5H 098y HLUZEHNLLFI

Lenovo/N—FR Oz 7 & G-V IOz 7EGEIVIBMY Iz 7R RIZEL T, EHS LU
(FUTOYAMITEREHINET .
IBM Product Security Incident Response

System x/BladeCenter/Flex System/iDataPlex/NeXtScale/PureFlex/Flex SystemD &R HIZH
[+%CVE-2014-0224 OpenSSLHESSMEDEEE LUMISAEIFLUTDESY T,
FEERLOEZOICTRIZEEDTOWETHIEHFORRENHSIEENHYET DT, HFIK
SRIZDUNTIEIBM Product Security Incident Response S BBL TLIZ&LY,

1.Z2YTHHE
(—EHRAEPOHRESHET)

H—nN—H 5


http://www.ibm.com/jp/domino04/pc/support/Sylphd08.nsf/jtechinfo/SYJ0-0324CCE
https://www.ipa.go.jp/security/ciadr/vul/20140606-jvn.html
https://www.ipa.go.jp/security/ciadr/vul/20140606-jvn.html
https://www-304.ibm.com/connections/blogs/PSIRT/?lang=en_us

ZEY

HAAF aVR |BBREN—D3y (BEEH#/N—DIY  |RIGFIE
S
~
BladeCenter
BIE/N—23aDT7
— LT %EA
(UTSH])
Security Bulletin: IBM
BladeCenter Advanced
v3.66E .
BladeCenter S(8886) Management Module is
(BPETG66E,
BladeCenter E(8677) BBETG6E affected by the
BladeCenter H(8852) |AMM " 4. . |v3.66F (BBET66F) following OpenSSL
BPEOG66E) H& .
BladeCenter GZRLBIDA vulnerabilities:
HT(8740/8750) —ay CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298, and
CVE-2014-3470.
BladeCenter Virtual I7—Lx7- |[1.740 BIE/N—23DT7
Fabric 10 Gb Ethernet N—3> — L7 EER
Switch Module 7.7.4.0LLRI (LI FT&H)
BladeCenter 1/10Gb J7—LHxT- |7740 Security Bulletin: IBM
Uplink Ethernet N—23y System Networking
Switch Module 7.4.7.0LA81 switches that are

affected by the
OpenSSL vulnerability:
CVE-2014-0224

iDataPlex

NeXtScale nx360 M2

NeXtScale nx360 M3

IMM

vieskUEhn
LR

v1.44, YUOOG6C

BEN—3> D77
— L7 %EE A
(ULTSH])

Security Bulletin: IBM
System x Integrated
Management Module
(IMM) is affected by
the following OpenSSL
vulnerabilities:
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CVE-2014-0224,
CVE-2014-0076

System x iDataplex
dx360 M4
System x iDataplex

BIE/N—23a>DT7

dx360 M4 Xeon IMM2 v4.31, 1A0058T — LY 7%EH

E5-2600 V22 EET

L

NeXtScale

NeXtScale nx360 BEE/N—30DT7
IMM2 3.91, TAOO56P .

M4 Y — LY 7EER

System x(M2tH4%)

System x3400 M2 {EIEN—30 D77

System x3500 M2 (_‘L‘@;H-};:éﬁﬁﬁ

LITZhE

System x3550 M2 Security Bulletin: IBM

System x3650 M2 A BELEGER System x Integrated
IMM v1.44, YUOOG6C Management Module

LLET

(IMM) is affected by
the following OpenSSL
vulnerabilities:
CVE-2014-0224,
CVE-2014-0076

System x(M3/X51 %)

System x3200 M3

System x3250 M3

System x3400 M3

System x3500 M3

System x3550 M3

System x3620 M3

System x3630 M3

System x3650 M3

System x3690 X5

System x3850/x3950
X5

IMM

vifskUEhn
LRI

viA3EXUZEN
LR

v1.44, YUOOG6C

BEN—3 D77
— L7 %EE A
(LLFEE8R)

Security Bulletin: IBM
System x Integrated
Management Module
(IMM) is affected by
the following OpenSSL
vulnerabilities:
CVE-2014-0224,
CVE-2014-0076

System x (M4/X61H
)
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System x3100 M4

System x3250 M4

System x3250 M5

System x3300 M4

System x3500 M4
System x3500 M4
Xeon E5-2600 v2i& &
ETIL

System x3530 M4
System x3530 M4
Xeon E5—2400 v2i& &
ETIL

System x3550 M4
System x3550 M4
Xeon E5—2600 v2i& &
ETIL

System x3630 M4
System x3630 M4
Xeon E5—2400 v2i& &
ETIL

System x3650 M4
System x3650 M4
Xeon E5—2600 v2i& &
ETIL

System x3650 M4
HD

System x3650 M4
BD

System x3750 M4

System x3850 X6

IMM2

v4.31, TAOOS8T

BIE/N—23>DT7
— LI T7%EEA

v4.02, TAOO58S

BIE/N—23>DT7
— LI T7EEA

PureFlex/Flex System

Flex System

CMM

2.0.0K(2PEO12K)
HEFUENLLAT

v2.0.0, (2PET12N)

BIE/N—23> D77
— L7 EE A
(ULTSH])

Security Bulletin: IBM
Flex System Chassis
Management Module
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(CMM) is affected by
the following OpenSSL
vulnerability:

CVE-2014-0224

Flex System x222

IMM2

1.34(1A0028Q)

v4.21, 1AOO58U

BIEN—30 D77

Flex System x240 - — LT %A
Flex System x440 4.20(1AO0058R) (LI FS&m]|)
Flex System x280 Security Bulletin: IBM
Flex System x480 Flex System Integrated
Flex System x880 Management Module II
(IMM2) is affected by
the following OpenSSL
vulnerability:
CVE-2014-0224
Flex System Manager wER BEFH/ N N—3 %
Node Fsmfix1. 3. 1. 0_1T02336|{ F
Flex System Fabric Jy7v—Lox7- |7.850 EIEN—230 077
EN4093/EN4093R N—ay — L7 %EA
10Gb Scalable Switch 1840 B&LU% (LLTFZ&H)
Flex System Fabric FULLR Security Bulletin: IBM
CN4093 10Gb System Networking
Converged Scalable switches that are
Switch affected by the
Flex System Fabric OpenSSL vulnerability:
SI14093 System CVE-2014-0224
Interconnect Module
Flex System EN2092
1Gb Ethernet Scalable
Switch
Flex System V7000 a—kKyy—x |[a—kKFyy—x EE/NN—230DT7
6.4.1.10 LA — L7 %EEA
7.1.0.10LAAT 7.1.0.1080 (LLTFZH)
7.2.0.7LLRI 7207 E Security Bulletin:

OpenSSL vulnerability
in IBM Flex System
V7000
(CVE-2014-0224)
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P —7H&(TOR)

HmAM

ZH/N—T3v

BIEFEHIN—
=

Xt b F JIE

3> 7.7.16.0LLHEI

System Networking IJ7—LHxF-/\— |7.850

RackSwitch G8264CS 23y 18408 &V
ZHLLET

Flex System Interconnect| 77— LT 7 -/\—

Fabric ayv 71840

Rackswitch G8052 J7—LHTzF7-/N\— [7.7.100

Rackswitch G8124 23> 7.7.10.0LLHT

Rackswitch G8124-E

Rackswitch G8124-ER

RackSwitch G8264

RackSwitch G8264-T

RackSwitch G8316

RackSwitch G8332 T7— Lz 7-/7N— [7.7.16.0

BEN—230DT7—L
TT7%EA

(LTS H])

Security Bulletin: IBM
System Networking switches
that are affected by the
OpenSSL vulnerability:
CVE-2014-0224

EHEY—ILIE
= S A '% 5 ‘\_:“
5.8 4 F B, —ay ;/E A P
MegCLI 8.05.06 and earlier QYY) —RFE |[LTOWLWThHh DR IEEE

levels

MSM (MegaRAID Storage
Manager)

QYY) —RFE

it

1.StorCLIZ{FE Y %
2O0—HILTOHERT D
3. BIEFEH/N—avzlE
FA943Q JJ—XFE)
(LTS H)

MegaRAID Storage Manager
and MegaCLI OpenSSL
vulnerabilities discovered —
IBM Systems

ToolsCentery— )L %A
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e

ZHN\—T3ay

BIEFEHIN—
=

Xt bt F IR

ToolsCenter Suite Version 9.52F & U % |Version 9.53 BEFHN—2a % FH
AU LLHET (LTS HR)
ASU (Advanced Settings |Version 9.608 KU % |Version 9.61 Security Bulletin: IBM
Utility) FLLLAT ToolsCenter (including
- " < - ToolsCenter Suite, ASU,
UpdateXpress ;{f;l-?; 9.6045 L1 %Z |Version 9.61 DSA and USXP) is affected
B : by the following OpenSSL
DSA (Dynamic System Version 9.608 & U % |Version 9.61 vulnerabilities:
Analysis) ALLLRT CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470
BoMC (Bootable Media |f&:2
Creator)
FastSetup Version 3.11E KT % |Version 3.2 EEFHN—Da EFH

AULAHT

(LTSH])

Security Bulletin: IBM
FastSetup is affected by the
following OpenSSL
vulnerabilities:
CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470

VI 7EE
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SmarterCloud Entry 3.2 LITFDFixIZkY HEE/N— 3> DFixzx@EA
E1E (ULTEH)
SmartCloud Entry |Security Bulletin:
3.2.02 SmartCloud Entry is
affected by the following
Hyper-V Agent OpenSSL vulnerabilities:
Fix (List CVEs applicable to
your product could include
SmartCloud Entry CVE-2014-0224,
3.2.0.2 Appliance CVE-2014-0221,
iFix CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470 and possibly
CVE-2014-0
IBM Cloud Manager with 4.1 LUTOFixIZkY [BIEN—a>DFixEER

OpenStack

1B

IBM Cloud
Manager with
OpenStack 4.1.0.1
iFix

IBM Cloud
Manager with
OpenStack
self-service
portal 4.1.0.1 iFix

(LTS

Security Bulletin: IBM
Cloud Manager with
OpenStack is affected by
the following OpenSSL
vulnerabilities: (List
CVEs applicable to your
product could include
CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470 and pos

SmartCloud Provisioning

2.3 and 2.3 FP1

“Enablement
Bundle for Virtual
Applications and
System Plugins
on Windows”
INURIVEHIBRY
SDH

(LLTSH)

Security Bulletin:
SmartCloud Provisioning is
affected by the following
OpenSSL vulnerabilities
(CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
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CVE-2010-5298,
CVE-2014-3470,
CVE-2014-0076)

IBM SDN VE

L

IBM Systems Director

L

Upward Integration for
VMware vSphere

Version 3.02 &LV
ZHLLRD

IBM Upward
Integration
Modules (UIM) for
VMware vSphere,
version 3.5

{EIE/N—2 a3 DFix%#E A
(LLTSH])

Security Bulletin: IBM
Upward Integration Modules
(UIM) is affected by the
following OpenSSL
vulnerabilities:
CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470

Upward Integration for
Microsoft System
Center

Version 5.02 &V
ZH LA

UIM Hardware
Management Pack
5.0.1 and 5.0

UIM Deployment
Pack 5.0.2 and earlier

UIM System
Updates 5.0.2 and
earlier

UIM Inventory
Tool 5.0.2 and earlier

UIM Integrated
Installer 5.0.2 and
earlier

IBM Upward
Integration
Modules (UIM) for
Microsoft System
Center, version
5.5, including the
following
components:

UIM
Hardware
Management Pack
55

UIM
Deployment Pack
55

UIM System
Updates 5.5

UIM
Inventory Tool 5.5

UIM
Integrated
Installer 5.5

IEIE/N—2 3> DOFixE#E A
(LTS H)

Security Bulletin: IBM
Upward Integration Modules
(UIM) is affected by the
following OpenSSL
vulnerabilities:
CVE-2014-0224,
CVE-2014-0221,
CVE-2014-0195,
CVE-2014-0198,
CVE-2010-5298,
CVE-2014-3470
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SERHR
IBM ARL—U 8L S,

IBM SAN Volume Controller

IBM Storwize V7000

IBM Storwize V5000

IBM Storwize V3700

IBM Storwize V3500

Security Bulletin: OpenSSL vulnerability in IBM SAN Volume Controller and Storwize
Family (CVE-2014-0224)

IBM XIV Gen3
Security Bulletin: IBM XIV Gen3 Storage System is exposed to the following OpenSSL
vulnerability: CVE-2014-0224

TS3400
Security Bulletin: TS3400 is affected by the following OpenSSL vulnerabilities:
CVE-2014-0224

IBM YVIrHz 7RG

GPFS
Security Bulletin: GPFS V3.5 for Windows is affected by the following OpenSSL
vulnerabilities: CVE—-2014-0224

VMware

VMware assessment of OpenSSL security vulnerabilities disclosed June 5, 2014
(CVE-2014-0224, CVE-2014-0221, CVE-2014-0195, CVE-2014-0198, CVE-2010-5298,
CVE-2014-3470) (2079783)

Impact of OpenSSL Security Advisories CVE-2014-0224, CVE-2014-0221, CVE-2014-0195,
CVE-2014-0198, CVE-2010-5298, and CVE-2014-3470 on VMware Customer Portals and
web sites (2079789)

VMware ESXi 5.5, Patch ESXi—5.5.0-20140604001-standard (2077361)


https://www-304.ibm.com/support/docview.wss?uid=ssg1S1004690
https://www-304.ibm.com/support/docview.wss?uid=ssg1S1004690
http://www-01.ibm.com/support/docview.wss?uid=ssg1S1004678
http://www-01.ibm.com/support/docview.wss?uid=ssg1S1004678
https://www-304.ibm.com/support/docview.wss?uid=ssg1S1004671
https://www-304.ibm.com/support/docview.wss?uid=ssg1S1004671
http://www-01.ibm.com/support/docview.wss?uid=isg3T1020948
http://www-01.ibm.com/support/docview.wss?uid=isg3T1020948
http://kb.vmware.com/kb/2079783
http://kb.vmware.com/kb/2079783
http://kb.vmware.com/kb/2079783
http://kb.vmware.com/kb/2079789
http://kb.vmware.com/kb/2079789
http://kb.vmware.com/kb/2079789
http://kb.vmware.com/selfservice/microsites/search.do?language=en_US&cmd=displayKC&externalId=2077361

RedHat
OpenSSL CCS Ao/ a> M55 (CVE-2014-0224) DESE

Novell
CVE-2014-0224

OpenSSL Man in the Middle CVE-2014-0224 CVE-2014-0221 CVE-2014-3470

Juniper products
2014-06 Out of Cycle Security Bulletin: Vulnerabilities in OpenSSL related to
ChangeCipherSpec, DTLS, SSL_MODE_RELEASE_BUFFERS and ECDH ciphersuites

Junos Pulse/SA (SSLVPN): Details on fixes for SSL/TLS MITM vulnerability
(CVE-2014-0224)/JSA10629

BEHEE
2014/07/08 4NBH
2014/07/19 MegaCLI, MSM3EB:EC


https://access.redhat.com/site/ja/node/910043
http://support.novell.com/security/cve/CVE-2014-0224.html
http://www.novell.com/support/kb/doc.php?id=7015162
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10629
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10629
http://kb.juniper.net/InfoCenter/index?page=content&id=KB29195
http://kb.juniper.net/InfoCenter/index?page=content&id=KB29195

