ehfeleEI@ K] (Call Home) BEBEDH#BIT
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HNE(E. PEE. IRGEEER. TDOMBEEZREN. ThinkSystem. ThinkAgile/R EZIRFEIRED KLSERA L CLVEE< 2 EZBMNELT
ER LR LTS,

FHCDEFHFRLTIE. URL ( YDOHRSEF TSR TITSN,

HENCEENBL N I2AA-TS5A4X -V 1—23>XEE&E1H KU Lenovo Enterprise Solutions (MU F##L T, LES)
DS DHRICRET DIRIRIF. FRUR A —KDIEHEESNIZEDTH D, LES (FZDERMERZIEFZEMECDVWTIEIVLNIRIEES
BLWFEEA.

SEHAS (IR IFRDBIRICEDEFR LU TVET, FERUICEEDHIBRI DT ENTSVET,

HERDME 4 DIER(E. LESICTHEER - MEESNTLERIH. EFRDEBE(CENTE K BA—FHZEEFRMHERMNMESNDRILEH DX
BA. BEBERORIZ. TOMOERCEL D TERADIBEN DD T . BERDRIENEANDHEE. BERIBEOEELER(C
BNWTHTR O TLKIEESNVWFIT L SBBELWZULET,
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2020 Lenovo Enterprise Solutions LLC, All rights reserved.



https://www.lenovo.com/jp/ja/legal/

o H/WIEZEH&n&E¥k (Call Home)

MR \— RO 1 P IEEREZ A EEC

H/WEEBEhBIRY —EX(CLD. BREDOEWVWH/WEEZ/\— RO 7BEFT I I Y- BEhBIRTETEI.

BEEOY—/)\—TE
BIBENFELTS |
PEIEICEELELS |

nEHS J-)Lz>
Y — [GERE LIRS T
WSS |

System x (X IMM2~R—XH—
J\—dDd+), NeXtScale,
Flex System, BladeCenter

[(AVUwW ]
=ThinkSystem/System x CEEAZDFRIIEAR. FRFHIEIICCHATEZEY
=2485[1365H, S AT LAERMNMTRET
“HWREZEA > MUSMIERIER. BEOTGEMUET
= BBEIRICEREWNZIZEWEOA A0 REICTERUET

2020 Lenovo Enterprise Solutions LLC, All rights reserved.




o BHEIRIREIELD (Call Home) &7 718D 5%

ThinkSystemt—/{—. System x. Flex System. NeXtScale FERR(ICHWTTHEAVWCZITDEHEBEBMNT—EXEUT.

FERDHGEZRARLUTEDXT.

Call Home MH/\—FrD I 7
m ThinkSystem B —/)\—, ThinkAgile Di5&
- XClarity Administrator ZfIFH9 3 .

XXCC BE (& Call Home RMIGDIze. ME—DI5E.

mSystem x. NeXtScale DIHFS
- XClarity Administrator ZFfIFH9 3 .
- B5ULK(E. IMM2 ZFFHT B,

m Flex System DIE&
- XClarity Administrator ZfIFH9 3 .
- BEULIE ZFRT D

B ThinkSystem DM/DE A bL—2D15E&

- AutoSupport ZF#H9 D
X XClarity Administrator (& 2.3.0 B CIEERITIE.
XAETIEERESECDVTEDRD TLER A

m XClarity Administrator &(&
{RIEEEE F TEMWES DIRIET7 TS 77> AE U TR ENET,
BAR(C(E. VMware, Hyper-V. KVM. Nutanix AHV £T
BEILET,
BERED/I\— RO 7ZE—DI> YV —I)LTENUTCEIET S
zHDpVY)1—23>27TY,

[XClarity Pro] &EWDR&FRCTERSEL CULVE T,

mIMM2 &3

H— /)= )\— ROV ([CHEHNTVWDIS AT LEEFHD
JOtyvbd—T19,

System x. Flex System. NeXtScale (C¥&&ENTLET,

] &lE

Flex System D> v —> ZEBZHMaNICEEITDIET 1)L

T9, d>Ea—bk - J—R®d IMM2 %Z Flex System (.

SV —SAHADOEDS 1IN ZEZFRENICEBIRIBIES 1)L THD

CMM > CMM2ZFIFHUZE T,



o Call Home (CE9 D800 D&

[@%E1] —)\—SIRAEDOANEX(CH#V. BENERSNRBOET—RICOWNT

Lenovob7R— b « B MNMIHIFDH—/N—EEAEE LT, MRS GeoTrust DEDZFERHLTHEDFELE. UHMULREHS,
Ay —712 Web TS5O0H— XA —KHM GeoTrust. Symantec 72 & &V o fa— ) \—ZEBBZE DS 5% EPEHY (Z HlK
LT ZEZRIBUEC EICHLY, DigiCertDFEBARNANBR D EICRD T U,

CHUTHELY, GeoTrust@sEBAZEMNMER TN TLVD IMM2 t° XClarity Administrator (CHUVWTIIEEAEEEFHI DIHNEN
HDFET,

BARI(CIE IMM2 D7 — /A2 177 ¥2 XClarity Administrator ®/\—=3> 77w F(IC KD 3N LD FEITH, FHMICDL)
CTIETFEED Security Advisory ZZ S EE0),

Lenovo Replacing Distrusted GeoTrust Certificates With New DigiCert Certificates

[{§%2] ThinkSystem B—)\—([C$FDH/WIEERHShBEIHRIC DT
ThinkSystem H XU ThinkAgile (CE& =N TL\D XClarity Controller (XCC) (C(&. IRBFmT(ECall Home #EEN R
SNTHEOLFEEA.

Call Home #EEDFRAZEIRFT SN TL\DIHBE. XClarity Administrator @ Call Home #gE=FERITINENH D ET,

X ThinkAgilelRi&(EXClarity Administrator 2.3.02 & CCall Hometége (Cx s LE Uiz,

XProxy Z#EBEALUTA I —RY NP7 IOTCRATINENHDIEE. [ERB(CBIHRCTETRVBHNFREEINTEDET,
XClarity Administrator 2.3.0 ZFiFHEA UL (X /=232 FPyvTIDE. HR— MEOFE T ELESIEEU,

LXCA 2.3.0 Call Home failure - Lenovo Server



https://support.lenovo.com/us/en/product_security/ps500182
https://support.lenovo.com/jp/en/solutions/ht507940
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o Service and Support

[ BEHRSZTA BMA—F™ 1 7RSS \
System x(IMM2 + g
=) extScalelFlex M
System

.

.‘U‘— j (_ ( :}E%ﬁ én 5 HW 1 \/ /—I—:_ * \/ I\T\\ . IBM Integrated Management Module I S——

*  IMM Mar

H W{%%ﬁ_ j‘j‘mb\‘%\grd: 0 IJ j__ "/ jj) bj-d: H W Bﬁgb\‘ aa . :- S _io:lljl_r::l_ds{';nml: - L dressed by 18M Suppart, -'-:r_u
FAEUHBSEC. IMM2 (System x. s Uy el :

n e Configu
have been opened and status related to their re: SEIVICE BYENS

NeXtScaledDiZFE) 2. CMM (Flex Systemdd = =
BE) hSEEIBMABEh@EREINET . e

*LenovolIIBMET 5477 2 R7EMAHY — ) \—DRFZEZFEXLTHD XY, {7 service and Support s enabled for 184 Support only.

Cisplay far: [Both 18M Support and File Transfer Server| - | | Export | | Tonered Problems | | open Service Request || Open Test Request | | Refresh
Corracted  Massage Severity Problem Status  Tickat Mumbear File Transfer Server  Event Datle Evar

far'a > = — b
— — The Drive 5 has been dizabled d
L EIE I j j \ :5 ﬁq}? A § 5“{ :\g(gﬁ | ) as I:_-l /\Jo No e e e e e ||y Erine Succass TEOICSHONA Disabled Jun 2014, 0952000 AM  OxBO
et ~ — —_ ~w ~ Y S Manual Call Home by user : )
N - il Ine l | 5 MONT ! 14, AM 4
o= fﬂj{l‘%\/ Z > !1 ( [—=>T1T > I\d);%l (j:"ﬁ\g o N o b s e, [ Infomational  Sucesss 760C5M0 Disableg 3.Jun 2014, 08.3239.000 040

U System to monitor and report

(] Tast Call Horne by user USERID il \nfearnational  Failed WA Disabied 3 Jun 2014, 08:2515 000 AM [EL
Manual Call Homs by user : _ i X
@ D 35 @ /\J o Ne USERID: Povier Module Failure [l 'nfeamational  Failed A Disablid 3.Jun 2014, 06.0651.000 AM 40

Mo Test Call Home by user USERID @ Infeemational  Failed L) Diezablied 3 Jun 2014, D6.04:27 000 AM ed

SERRETHERINRZ R HE




o Service and Support O¥JEA

IMM2OEEEBEEHNS. DI M2RAFT W T THENBIEET T,

2. HEKIBIR (EH85E)
EZFEALET,

1. IMM2®dD[Service and Support] — [Settings] &
. Service and Support License Agreement(C
E={OESER

IBM Integrated Management Module 1l

1BM Integrated Management Madule I

SYSlEM STANE  Everts »  Senace and Sugpornt -

2

A svstemstatus Events~  Sendce and SUppurt - Sever Management - IMM Management

Service and Support License Agreement

Service and Support resides on Tntegrated Management Module (TMM) and monitors your hardware events, Upen detecting a
hardvare event Ser
suoport o 3 app
Tosendthe...

Service and Support - Setting
U 1 PR 10 view or (hage Cuiment Service and supex
The serice center and cortact nfor
orrectly.

T SeTIr

ert captures the evant, error logs, and servic data and can sutomatically report the event to 181
rovider,

. View Tesms and Coredtions
[ o st et ot et e St Sppeet s s oo it

View and Accept Temns and Condlitans bess.

Ay Service and Suppoet 1 not yet ensbiled.
IBM Suport | Fie Tearsfer Server | MTTP Prosy

Enable 18M Support

To auxccesshly Cal home (I5M support ), maba su0e DS settings 20 vald. The service center and contact nformation & reaured 1o ensble 184 apport,

Enable 1BM Support. Autormatcaly send the servos nformation to 13M.

BM Service Center

Country code

Contact Information

Tha iformaton hers il be used by 1BV Suoport for sy folow-up ngunes and fremsed

: Lo Primay Contact

Service and Support License Agreement
Comparty name

Select Language: Japanese =
Contact nigvec
Teiophore muTber Extongan

Contact Emal ackdess:

ACrOss

1 accept the agreement | | 1 do NOT accept

StatefFrovines:

Postal code:

a3 A

10 axcesshly
& 9a4ad to snaia [EM s.00o

[ oy |

- IMM2

. MR BB

USERID

Seaver MaADEOENL + IV ManaDsmant -

ANwZBIEH(I9IEHDH
m Country Code

(TN BEER)
Company name
Contact name
(EIREDT KE)
Telephone Number
Contact e-mail Address
Address

City (hxET4t)

State
(ERERF RSV DI FIZE)
Postal Code

3l tome (18N support), make sure O0NS
To anible #e trarater server

Alternate Contact (Optional)

Contact name

Telghns rurber: Euterscr: 4

Contact Emal addess:

—— ZNITHIZ T
Enable IBM Support (Cv

XKINTRE/O—NFANERDFTT




ofiE: JOF>— - H—)\—DENTE - IMM

= JOFS— - B—/)—ZREALTA > -3y bMMIERITIREDHZSE. O+
IN—DFEEZIT D TLIZSUN,

. H—

IBM Integrated Management Module Il

4 systemstatus  Events - Service and Support - Server Management - TMM Management -

Service and Support - Settings
Use this page to view or change current senvice and suppart settings. To successfully Call home (IBM support), make sure DNS
settings are valid. The service center and contact information is required to enable IBM support. To enablda file transfer server, to
input: the server information correcthy.

. e,

/0y Service and Support is not yet enabled,

IBM Support | File Transfer Server | @) HTTP Froxy

Select the method to connect internet
The management server can access the Tnkemet without a proy serves
{The mznzgement server will require 2 proicy sesver to access the Intemet

IP address or host name: Port:

| 3128
Use authentication

Apphy Reset

XIMM2D I 7 — AT PICDWTIEERFIRZCHASIEE0N,




offifE: J7 A7 —A—)LEXIE - IMM2

= E¥RY— EX’Z%UH@@“%(Z(J LX_F@'U"I/ I\(Z70t7\'6‘%5%\§73“25'0§'§'0

eccgw01.boulder.ibm.c 207.25.252.197 https

om

eccgw02.rochester.ib 129.42.160.51 443 https
m.com

www.ecurep.ibm.com  192.109.81.20 443 https
wwwb6.software.ibm.c  170.225.15.41 443 https

om

www-945.ibm.com 129.42.26.224, 80, 443 http, https

129.42.42.224,
129.42.50.224

www.ibm.com 129.42.56.216, 80, 443 http, https
129.42.58.216,
129.42.60.216

www-03.ibm.com 204.146.30.17 80, 443 http, https

*Lenovo(FIBME 7S+ 77> R AT —)I\—DRTFZ2RITLTHNDET,

2020 Lenovo Enterprise Solutions LLC, All rights reserved.




HENBIHRDIIREIRD AR N~ - IMM2

IMM Events that automatically notify Support

You can configure the Integrated Management Module II (IMM2) to automatically

notify Support (also known as call home) if certain types of errors are encountered.
\ WS \ WS —_— If you have configured this function, see the table for a list of events that
BENBHRSND AR b BEEHRFIROA NS MTDOWTIE,

automatically notify Support.

/ZTA E '@ (L_ % = ént (/ \ 5 Table 28. Events that automatically notify Support
15N

[Installation and Service Guide] ZCHEZR<IZEL),

Automatically
Notify

(Automatically Notify Supporth® “Yes” &2 TWBRANRY MHRANRS NTT, ) T

[£%1] Lenovo System x3650 M5 Type 5462 Installation and Service Guide ETTT

Event ID Message String Support
Test Call Home Generated by user [argl]. Yes

40000087-00000000 Manual Call Home by uxr.kr;,l) [arg2]. Yes

80010202-0701 f¢£f Numeric sensor Yes

[NumericSensorElementName] going low
(lower critical) has asserted.

[£%2] Lenovo System x3650 M5 517 8871 A > A h—)LEY—EXDHA R

X BENBIRESND AR MOHAFIA X
BEBIHRCTEDANRY MIZEETETHEAN. BEEBHRSELNWANRY MEEEITDIENTEXT.

IBM Integrated Management Module 1|

USERID Settings | Log out
;.z System Stafus  Events -  Sercice and Suppart ~  Server Management ~  TMM Management -

Ignored Problems

This table balew shows the list of event I0s that will not be reported by call home. You can add events to this table by entering an event ID in the text box and dicking the add button. Event ID= can be obtaned from the Event Log and
Senvice and Support-Froblem List entered inta the st bax wsing the copy-and-paste fundion.

Event I & | 1xADSF0 10404015 Bdd:

Remove Selected | Remove All

b D BEp@EHRISELE0LAIRUFDEvVent IDZEA S

2 B0ENH Dd0402100
3 S0GH1 0041100

Numeric sensor
INLiaat A€ rral

Yes



https://www-947.ibm.com/support/entry/myportal/docdisplay?lndocid=migr-5096283
http://publib.boulder.ibm.com/infocenter/systemx/documentation/index.jsp?topic=/com.lenovo.sysx.8871.doc/r_printable_doc.html

o IBMNIXEHDANE - IMM2

BRIEREE LOHTEM, FHMREPT —IXMOBFRIZLESEBFEA

5l : System x/NeXtScale/Flex System/BladeCenter

AR hARE

HOEARD AU NIk : %El. BaEEs. email” R XA, PR
SAFAOT—>32 : %H]. FPh. E5EES

SAFLAEEOY. BPRES. BmSU7ILES. FRUES

YERK B
ServiceData (3% Flex System/BladeCenter)

DSA (Service and Support Manager In Band#2HDEE T, DirectorT—>1 > b
NEAETNTVD Y —/{—DH)

2020 Lenovo Enterprise Solutions LLC, All rights reserved.




R (CEEMBEHRMNFAEELTHS - IMM2

IMM2OOEEEIE C. L$E4ﬁ}ﬁ’f°4’/\‘> |\I79 %ﬁﬁEﬂT%i@'
. CEE]

T e )“yt UDET.FHYT IMM2DERTEREAY. REDHEAS X AT0OY
IBM Integrated Managenment Moz 1] | / I‘% *E ﬁ 7&9&73\}% E‘i@#b\aié L:E@i’%é(g: ﬁ*&
Service and Support s enabled for 181 Support anly (SerVICe Request/ Test Request)b‘%ﬁﬁ?%i%’%

2@ ik semsas et~ e e B B B A NEDT, IMM2AR |\|:|/jgy9,(A7\/>-;>j’

.. Open Service Request

Service and Su ppo rt - P | i"%':zﬁféﬂ?ﬁ:%f&m?ﬂ??&&fﬁ'ﬁﬂm s o M i BT (< :6?;23 U ?_OD_C . IMM27DH H% TE (Q:WJ HH ax
The Service B Support Problems page allows th problem Descrpton: H# (L-LZ‘?(— EEIJZ?\ < 7_ éb \
have been opened and status related to their r (IMMZ@EH# E(j: IMM Management)(
Each event can have the status of Pendin bt snvice Reavst | (G -1 —73“91T71_§ 9,

. mre... %A IMM Management > IMM Properties >
ESENH:E and Support is enabled for 1BM Support only. / Date and Tlme)

Cisplay far: Both 188 Support and File Transfer Server E:q:nmt anu-‘ed problems || Open Service Request Open Test Request ' Relrm

Correcled  Massage Severily Prablam -Stal.'us] Tickat Mumbear File Transfar Sema Event Dah Ewvear
The Drive 5 has baen disabled d

N oanboedim e | gy Er Success GOICSH0N Disabled 3 Jun 2014, 09:09:52.000 AM 80
Manual Call Horme by user : o in

Mo USERID: Power Module Faillire i Wnformnational | Success DICSMINT Disabled 3 Jum 2014, 083235 000 AM o0

Wi Tiest Call Hore by ugser LISERID il Wnfearnational | Failed 1 Diisabled 3Jum 2014, 082515 000 AM Cocd
Manual Call Hoam by user . : :

Mo USERID: Power Module Failure. I Informational | Failed A Disablad 3Jun 2014, 05.0651000 A (4D

Wi Tt Call Hormae by ugser LISERID il Wnfearnational | Failed iy Disabled 3 Jum 2014, 050427 000 AK Cocd )y

« ~
¥R R T —S ADMEER FrybEES (BALEHEES)

2020 Lenovo Enterprise Solutions LLC, All rights reserved.




o Service and Support OYIHEAETE

225w S TCRETT

1. IMM2@D[Service and Support]
[Settings]d D . Service and Support
License Agreement(CRIEUZET,

TR T ——

R —
el

Service and Support License Agreement

Select Lingage: 120

Tacceptthe srooment | 15 WOT accast

IBM InfoCenter - Service and support options

=Jur==—

2. HEWKBEHR (Eigik) . HéRRE

iﬁFﬁTdc‘:%aﬂ)\ LET,

IBM Integrated Management Module 1l

[ srwmstns  Evets . Serice and SWoort +  Server Management + MM Managsment -

Servuce and Support Settm s

10 accesshly Cal home (1M support), mabe
o to srta [EM sapcort. To enatie 9 &

{01 Service and Suppoet i 1ot yet ensbled

IBM Support | il Trarofor Seonee

Enable 18%M Support
To axcessfully Cal hame (ISM support), mabe sue DOS settings #e vald. The servce center and contact infomation & reaured to ensblk 184 agocet,

arvios Information to 1M

Enable 1BM Support. Sutornatcaly send the s
BM Service Center

Country code

Contact Information
The Informaten her wal b used by BV SLEgot foe 3y folow-up naunes and hgment

Alternate Contact (Opticnal)

Primay Contact

Carmpurny name: Contact name

Contact e Teleghons rurmbes Eaterser: 4
Telophore nuember: Extenaan: Contact Emal addeess:

Cortact Emal ackress: Vachne Locaton Phone:

Adcress

oy

StatefFrovros;

Posta code:

CMM



http://pic.dhe.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.cmm.doc/cmm_ui_service_and_support.html

ofiE: JOF+>— - U—/){—-DFHFE - CMM

JOF>— - - /N\—ZEALTHA>F—Xv MMIHER I DIRBEDHSEF. TOF>
EZITD CTLIZEULN,

- H—){—D

Outbound Connectivity
You might require 3 HTTP proxy if you do not have direct network connection to IBM Support (ask your Network Administrator).
¢ Use proxy
Host name: | hostname.tst.com| X
Port: 8080

.~ Proxy uses authentication

User Name: adm02@tst.com

Password: eeeesses \

I—Y-FEEDOTO+> —EF | HAEE




offiE: J0OF>— - B—)(—DFEE - CMM
ERY—CRERATBCE. UFOY1 NP O TEEREN S0 ET.

www-945.ibm.com 129.42.26.224 2620:0:6C0:1::1000 443 (HTTPS) https, ftps
129.42.34.224 2620:0:6C1:1::1000 80 (default listener port)
129.42.42.224 2620:0:6C2:1::1000 21 (FTP)
129.42.50.224 2620:0:6C4:1::1000 22 (SFTP)

esupport.ibm.com 129.42.56.189 2620:0:6C0:1::1000 443 (HTTPS) https, ftps
129.42.54.189 2620:0:6C4:200:129:42:54:189 80 (default listener port)
129.42.58.189 2620:0:6C4:200:129:42:54:189 21 (FTP)
129.42.60.189 2620:0:6C1:200:129:42:58:189 22 (SFTP)

2620:0:6C2:200:129:42:60:189
LT DE#E. 59 UEBRETRWNEENSDDET,

eccgw01.boulder.ibm.com 207.25.252.197 443 https
eccgw02.rochester.ibm.com 129.42.160.51 443 https
www6.software.ibm.com 172.225.15.41 443 https
www.ibm.com 129.42.56.216 443 https, http
129.42.58.216 80 (optional)
129.42.60.216
www-03.ibm.com 204.146.30.17 43 https, http

80 (optional)

IBM InfoCenter - Preparing site firewalls and proxies for the CMM call-home feature

2020 Lenovo Enterprise Solutions LLC, All rights reserved.



http://pic.dhe.ibm.com/infocenter/flexsys/information/topic/com.ibm.acc.cmm.doc/cmm_callhome_site_prep.html

HENEIROTTRERDANRZ b - CMM

SNPGRSy -1 AN o

HEBIRITROANRY MME. FiczcslB<EE0. CMM, x/ — RIMM21/ > O Automatically
notify service" BN YesdD1 R F T,

IBM InfoCenter - CMM Events that automatically notify Support

IBM InfoCenter - x240 - IMM Events that automatically notify Support

X HENBIRENDANR MDOARIYA X

BENEHR CE DA hDENM - ZEEITETHFEAN. BEBHRSERWVWANRD MEREFTDENTE
ia_o

Ignored Problems

This table below shows the list of event 10s that will not be reported by call home. You can add events to

Service and Support-Problem List entered into the text box using the copy-and-paste function. ﬁ*& J)(q‘-_l- % 75\ ro Bér_t 91“ _a_ é ,r ~N > '\ 0)
Event D | oxa0sf010d04015F Al = Event |D;E/-\ jj

Remove Selected ~ Remove Al

Index Event ID
1 806101040403 M00
2 8060010d404021100

3 S06£010d0401ff00



http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp?topic=/com.lenovo.acc.8721.doc/call_home_events.html
http://pic.dhe.ibm.com/infocenter/flexsys/information/index.jsp?topic=/com.ibm.acc.8737.doc/call_home_events.html

A

o EFH/WEENBIR=NDE - -+ « - CMM

CMMOEEEE T, @BIIRILDOANR MNNBTZHRZ TEEXT .

USERID Settings | Log Out | Hel

IBM Chassis Management Module

Fri, 28 Nov

Search. . .

@ Systemn Status  Multi-Chassis Monitor  Events = Service and Support »  Chassis Management ~ Mgt Module Management «

Service and Support - Problems

Service and Support is enabled. _

| Export + || Ignored Problems || Open Service Request || Open TeshRequest |

Corrected Message Severity \EM Support Ticket Mum File Transfer Source Component Event Diate Event D
erver Status Server Status
NO Fan module Fan 05 has failed. @ Critical [4 Sentto IBM TE0JCSB3TF Disabled COOL_5 1112814 12:03:59 0x00026805

(AUMEFHTERTRIELTRE

<4 Open Service Request 0o e

You can use this to make a call home for any known hardware issues that did not generate an automatic call home event to 18M
Support or FTP/TFTP Server. Opening a service request here sends the same data and will be processed in the same way as an
automatic cai home event.

Problem Description:

Request | [ Cancel

2020 Lenovo Enterprise Solutions LLC, All rights reserved.
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= |SD and FSM Service and Support Manager Security Considerations & D k4%

Communication encryption:

Serviceable hardware problems and associated support files, system inventory,
system status updates, Performance Management data, and quality software data
are all sent using the security of Hypertext Transfer Protocol Secure (HTTPS).
HTTPS is achieved by encapsulating the HTTP application protocol within either
the Transport Layer Security (TLSv1) cryptographic protocol or the Secure
Socket Layer (SSLv3) cryptographic protocol. When transmitting large files,
transactions are sent using File Transfer Protocol over SSL (FTPS). Service and
Support Manager uses the embedded Electronic Service Agent tool to initiate all
transactions; IBM support never initiates a connection to Service and Support
Manager.
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